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The Cost of a Data Breach

In 2021, the Office of the Australian
Information Commissioner (OAIC)
received 910 notifications ofa data
breachthatis likely to resultin serious
harm to an individual whose personal
informationis involved. Whilstthe figure
is down from the 1057 notifications
received in 2020, a persistentthreat
remains, particularlyin terms of cyber
security, with 365 reported breaches a
resultof cyber securityincidents.

Source: OAIC Notifiable Data Breaches Report Jan
—Jun 2021, Jul — Dec 2021.
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Despite the statistics and news headlines, a data breach should not be viewed as an inevitable occurrence
for all organisations. There are a number of key activities and strategies available to reduce the likelihood
of a data breach occurring, and the impact if a data breach does occur.

-Q— How to Prevent a Data Breach

Cyber Security: Invest in your cyber security capabilities and regularly assess the
maturity and effectiveness of cyber security controls such as access controls, detection
and response processes, resilience capabilities, and data loss prevention tools.

Incident Response Planning: Assemble an Incident Response Team, develop
incident response plans, processes and playbooks, and periodically test plans and
capabilities to respond to data breaches in optimal times.

areas such as data ownership, security, classification, retention, etc.

Third Party Management: Assess security capabilities of key third party providers
to identify weaknesses or gain assurance that third parties have adequate capabilities
and controls in place to protect your organisation’s information.

Privacy Management: Establish a privacy management program to identify,
manage and secure personal and sensitive personal information in line with regulatory
requirements throughout its lifecycle.

, Data Governance: Define, develop and mature governance frameworks to manage
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